3.2. Block Ciphers
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round 2: requires a 48-bit kely, determined by the kel
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Lis=Ri4 | Ris=L14® f(Ru4, Ki5) ‘ round 15: requires a 48-bit ke, 5 determined by the kei
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round 16: requires a 48-bit ke s determined by the kel ;
notice that the resulting halves sseappedas indicated
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Figure 3.4. Coarse structure of the DES algorithm in its encryption state, operating on a 64-bit input
block B in the electronic codebook (ECB) mode.
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Figure 3.5. The initial permutationIP of the 64-bit input
block B. The 50th bit of B renders the second bit aP(B),
7 the 52nd bit ofB will be the 10th bit ofIP(B), etc.
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the details of constructingy and Dg. The first table list<Cq: the 57th bit ofK is the

first bit of Co, the 58th bit ofK is the 9th bit ofCy, .. .; the second table specifi& in

the same manner. Notice that the numberks8. . ., 64 are all absent from these tables,
since they are merely parity bits and not part of the actual 56-bit key. Before comput-
ing K;, we compute block€’; andD; as circular left shifts of their previous versiah_;



